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Message Text 

CONFIDENTIAL 

PAGE 01 STATE 097346 
ORIGIN SY-05 

INFO OCT-01 ARA-06 ISO-OO FBO-02 OC-06 CCO-OO /020 R 

DRAFTED BY A/SY/OPS/FO/ARA:DLNESS:HH 
APPROVED BY A/SY/OPS/FO - MARTIN K. DALTON 
A/FBO - LPRUITT IN SUBS) 

OC/S - EO'BRIEN 

301802Z 081764/45 

R 292100Z APR 77 
FM SECSTATE WASHDC 
TO AMEMBASSY PANAMA 

CONFIDENTIAL STATE 097346 

E.O. 11652:N/A 

TAGS: ASEC 

SUBJECT: COUNTER TERRORISM PROJECTS - CHANCERY 

REF: PANAMA 1880 

1 . TO COMPLETE DEPARTMENT REVIEW OF PROPOSED COUNTER- 
TERRORISM PROJECTS AS SET FORTH IN REFTEL, POST IS 
REQUESTED TO SUBMIT THE FOLLOWING: 

A. BREAKDOWN OF ESTIMATED PROJECT COSTS, BY INDIVIDUAL 
PROJECT, TO INCLUDE ALL LABOR, TRANSPORTATION, AND OTHER 
RELATED COSTS. 

B. NECESSARY DRAWINGS OR SKETCHES AS REQUIRED IN 
6 FAM 754(B). 

2. COMCENTER RENOVATION DRAWINGS AND SPECIFICATIONS MUST 
BE ALSO FORWARDED TO OC/S IN ADDITION TO THOSE SENT TO 

FBO UNDER 1. (B), ABOVE. 

CONFIDENTIAL 

CONFIDENTIAL 

PAGE 02 STATE 097346 


3. POST IS REMINDED THAT ACCESS TO A WORKING COMMUNI- 
CATIONS AREA IS LIMITED TO CLEARED AMERICAN PERSONNEL 
WHICH NEGATES RENOVATIONS BY LOCAL CONTRACT OR MAINTE- 
NANCE PERSONNEL. RENOVATIONS MUST BE PERFORMED BY 

SEABEES. DTS/IS-1 INSTALLATION MANUAL. POUCHED UNDER 
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REGNO. 2755314. PROVIDES INSTRUCTIONS, REFERENCES, AND 
INSTALLATION STANDARDS FOR COMMUNICATIONS CENTERS. 

4. POST SHOULD REVISE PROPOSALS IN COMMUNICATIONS AREA 
TO INCLUDE: 

(A) INSTALL DAY GATE IN LIEU OF LIGHT WEIGHT DOOR 
WITH AUTOMATIC DOOR CLOSER. 

(B) DO NOT COVER VAULT DOOR WITH FORMICA. 

(C) FOYER/READING ROOM SHOULD BE DESIGNED ALONG LINES 
OF FIGURE 2 - 4 OF DTS/IS MANUAL. 

(D) ELECTRICAL CIRCUITS MUST COMPLY WITH 76 STATE 
A-2673. 

CHRISTOPHER 


CONFIDENTIAL 


NNN 
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